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How to Keep Your Information and Operational 
Technology Protected and Prepared

Cradle to Grave Information and Operational 
Technology: The Supply Chain

The path that information and operational technology (IT) 
travels from cradle to grave is known as the IT Supply Chain. 
The total supply chain ecosystem includes a panoply of desktop 
and mobile devices, device components, firmware, software, 
and infrastructure. Cybersecurity in the supply chain refers 
to the identification and mitigation of risks that come from 
sourcing, vendor management, product quality, transportation, 
and other functions across the enterprise that require an 
integrated enterprise effort to address.  

The efforts to enhance cyber security within the supply chain 
is a security-related subset of supply chain and is focused on 
the management of cyber security requirements for information 
technology systems, software, and networks, which are driven 
by threats such as cyber-terrorism, malware, data theft, and 
advanced persistent threats (APT). Typical supply chain cyber 
security activities for minimizing risks include buying only from 
trusted vendors, disconnecting critical machines from outside 
networks, and educating users on the threats and protective 
measures to prevent damage from cyber attacks.

A major concern in IT stems from a practice that was meant 
to give industry equal access to government procurement 
opportunities. Having varied and diverse technology 

and purchasing options within IT enables innovation and 
lower prices. However, because requirements are widely 
disseminated, this flexibility increases the chances of tainted, 
counterfeit, and malicious goods entering the market and the 
work environment. 

Furthermore, the IT Supply Chain has traditionally been viewed 
from a logistics perspective. The main focus has been on 
creating supply chains that are as economic and efficient as 
possible. Now that IT has become a warfighting domain and 
a weapon, it must be treated as critical infrastructure. This 
shift requires a new way of thinking about supply chains. In 
order to prevent and mitigate IT supply chain vulnerabilities, 
cybersecurity must move to the forefront. 

The area of IT Supply Chain Risk Management (SCRM) that 
deals with cybersecurity is called IT Cyber Supply Chain Risk 
Management (C-SCRM). Viewing the supply chain through the 
lens of cybersecurity changes how we manage procurement. 
Economic and efficiency gains are important, but not at the 
cost of security. Risk prevention is a worthy investment to 
ensure long-term system security. PCM-G has made this issue 
a foundational principle of its operations and strategic security 
vision. We are working to bring Government and Industry 
together to address the cybersecurity vulnerabilities in the  
IT supply chain and improve the integrity of our mission  
critical infrastructure.

The Evolution of the IT Supply Chain
The issues facing today’s users and buyers of Information Technology involve many factors, but there are several 
commonalities. Every public-sector organization is relying on technology to support mission critical goals, and 
services to the citizen and academia. They are counting on making even more progress thanks to the evolution of 
technology. Their systems, which are growing in scope and scale at an amazing rate, need to be not only reliable 
and secure, they also need to provide measurable departmental results. To top it off, new technology, such as 
Cloud computing, carries an expectation of reduced costs. Because organizations are dependent on technology, 
criminals are intent on creating new ways to disrupt security. The area of Cyber Supply Chain Risk Management 
(C-SCRM) now exists to help address these issues. 
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Why IT Cyber Supply Chain Risk  
Management Solutions Are Important

Counterfeit product is fake hardware and/
or software. It may not function, have had 
components removed, or could be a lower-
performing box being sold with higher 
specifications. The main motivation for 
selling counterfeit products to government is 
financial gain. Note that counterfeit IT devices 
connected to weapons systems or mission 
critical applications with lives on the line may 
not perform when you need them most.

Grey market product is genuine hardware, but 
has gone through an unauthorized distribution 
channel during its delivery. With the rise of 
nation-state adversaries who are inserting 
themselves in government IT procurement 
chains, gray market products are on the 
rise. Grey market IT is also more likely to be 
tampered.

Tampered devices are normally genuine 
hardware, but have been altered by an 
unauthorized individual or country for espionage 
purposes. This equipment is designed to spread 
malicious code and serves as a back door to 
pilfer sensitive information.

Government invests heavily in security clearances, 
physical security controls, and network defense assets. 
All those investments are bypassed if we unknowingly 
connect malicious software to our networks ourselves 
Procuring IT involves a competitive bid process. Desktop 
computers are purchased no differently than pencils and 
paperclips. Lowest price, technically acceptable (LPTA) 
and fast delivery are the primary focus. This means that 
all an adversary has to do to infiltrate a government 
network is to be the lowest bidder.

The practice of widely disseminating procurement 
requirements without vetting those who respond needs 
to be reevaluated. Now that IT has become a central 
component of almost all missions, the government’s 
procurement practices need to be updated in order 
to protect itself from bad actors seeking to exploit 
vulnerabilities in the IT Supply Chain. The vulnerabilities 
include counterfeit, grey market, and tampered IT. 
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Other Common Security Issues 
that Need to Be Addressed

OEM Partner Vetting
Becoming a partner of an OEM can be surprisingly 
easy. Simply being a certified provider is no longer 
enough to ensure a reseller has been properly 
vetted. The government can ensure that partners 
are properly vetted for supply chain practices 
by mandating that they have proper vendor 
accreditations, technical certifications, and a 
secure supply chain focus. Oftentimes, this can be 
insured by only procuring from resellers that have 
the highest level of validation from the OEM. These 
requirements should also be written in to the RFP 
and RFB. Similar cautions must be taken when 
buying on the open market. 

Trade Agreements Act
The Trade Agreements Act states that all products under TAA must be 
manufactured or “substantially transformed” in a “designated country.” 
The intent of TAA is to improve trade and growth, while improving 
and enforcing the rules of international trade. Many government 
organizations view TAA as protecting government procurements from 
unauthorized injection from an adversary nation, but it may have the 
opposite effect. This vulnerability occurs when components or sub-
products are sourced from non-TAA countries, and then shipped 
and assembled in the U.S. – which may meet TAA compliance rules, 
but violate the spirit of the TAA program. With TAA, the risk is that 
government is unable to truly validate the hardware and/or software 
went through authorized channels. In fact, TAA may inadvertently put a 
target on government procurements. Operations security (OPSEC) is 
a military process that protects unclassified critical information, which 
either on its own or when aggregated could reveal sensitive information 
about operations. With TAA, government orders get publicly tagged 
with a TAA-specific order number. This broadcasts critical information 
about government procurements and makes government an easier 
target for counterfeiting and grey market activity.

Hardware, Software, 
and System Upgrades
Typically, we focus on the 
initial acquisition as the 
insertion point for IT Supply 
Chain risks. The reality 
is most major programs 
upgrade multiple times during 
their lifecycle. With each 
new upgrade, potential risk 
to the platform is introduced. 
Additionally, each upgrade 
allows for bad actors to 
introduce the newest risks.
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How Government Can Implement IT Cyber 
Supply Chain Risk Management

Solution Components

IT supply chain security or Cyber-Supply Chain Risk 
Management (C-SCRM) ensures that organizations 
have confidence in the integrity of all IT assets in 
their environment. From the moment the requirement 
is written, through contracting and procurement, to 
hardware and software connecting to your network, 
you must have visibility into devices and individual 
components to authenticate that they are authorized 
and genuine.

STEP 1    NETWORK ASSESSMENT
The first step in the solution involves a network assessment 
in order to baseline the current environment. Cisco’s 
Integrity Verification Services (IVS) delivers key visibility into 
the authenticity of your network infrastructure by leveraging 
device data and proprietary Cisco analytic capabilities along 
with Cisco design, development, and manufacturing records. 
The initial IVS covers the verification of Cisco IOS devices. 
Additional integrity verification services for newer platforms 
and operating systems are being planned for future updates. 
Integrity verification capabilities include:

Net Authenticate

   Net Authenticate hardware integrity verification 
service for Cisco IOS devices and pluggable modules

   Detailed analysis into the authenticity of each device

   Counterfeit analysis yields classifications of Generic, 
Counterfeit, or Unresolved/Open Questions

   Unauthorized Channel analysis yields classifications 
of Authorized, Grey Market, Missing Sales Data, or 
Unresolved/Open Questions

Software Integrity Verification

   Analysis of running images on Cisco IOS devices

   Image verification yields software classifications of 
authentic or non-genuine

   Additional forensics services available to determine 
the intent of the modifications
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STEP 2    REMEDIATION 
Whether an actual security issue has been found or you suspect that you might 
have a security issue, PCM-G’s cleared engineers offer a number of triage 
services. During this step, PCM-G fixes the problems that were found and gets 
the environment to a clean state. This piece of your C-SCRM solution can occur 
in tandem with your IVS Network Assessment or in response to other threats that 
have been uncovered. We will recommend or, upon request, implement tools into 
your environment to perform critical cybersecurity tasks. These include removing 
and replacing affected equipment and monitoring potential breaches, not just 
at the endpoint, but on the network components themselves. Our C-SCRM 
capabilities offer a true, dynamic threat analysis and forensic service. 

STEP 3    CHANGE PROCESSES
Without addressing the underlying issues that allowed counterfeit/grey market 
IT to be introduced into the environment, C-SCRM is incomplete. PCM-G offers 
solutions to improve your supply chain procurement processes.

A key aspect to continually protecting your supply chain is having in-transit 
visibility. In-transit visibility offers a granular level of visibility into your IT/OT 
supply chain, providing legal chain of custody and ensuring confidence in the 
integrity of your whole supply chain process. If there are significant process and 
procurement changes required, PCM-G also offers proven Change Management 
solutions. These services allow customers to implement and change what made 
them a target in the first place. These services involve training, education, and 
requirements development. 

The changes required involve preventing vulnerabilities in the supply chain 
by addressing procurement practices. Updating contracts with language that 
requires Cyber Supply Chain Risk Management practices should be included. 
Education on how LPTA and TAA can be used to introduce cyber threats into 
the supply chain and why partner vetting is important, as well as defining how 
success is measured (i.e. Procurement vs. Mission) will be detailed. Education 
will be designed and delivered to Procurement/Contracting, Mission Leaders, 
End-User, Mid-Level, and Executive personnel.

STEP 4    ONGOING COUNTERMEASURES
An essential aspect of a solid IT Cyber Supply Chain Risk Management practice 
involves ongoing visibility into the IT Supply Chain and Network Integrity. 
Ongoing IVS assessments must be routinely planned to ensure no new 
counterfeit or gray market products are introduced.  

PCM-G works with industry leading analytics firms to provide In-Transit  
Visibility at a component level, as well as Fraud Analytics and Counterfeit 
Intelligence. We also partner with Tripwire to provide configuration change 
detection. And, we partner with FireEye to provide forensics, malware analysis, 
and incident response.

There is growing 
concern that counterfeit 
parts – generally the 
misrepresentation of a 
part’s identity or pedigree 
– can seriously disrupt 
the DoD supply chain, 
harm weapon systems 
integrity, and endanger 
troops’ lives.  Additionally, 
with many manufacturing 
steps being performed 
off-shore, sophisticated 
adversaries have the 
opportunity to inject 
vulnerabilities that 
introduce kill switches, 
back doors, or Trojan 
viruses to render 
systems ineffective upon 
command or to leak 
sensitive Information. 

Trusted State-of-the-Art 
Microelectronics Strategy Study, 
July 2015, Potomac Institute for 
Policy Studies report.
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About PCM-G
PCM-G has been serving the needs of public sector 
customers worldwide for nearly 30-years. Best practices, 
innovation, credibility, and select technology partnerships 
are the cornerstones of our enterprise solutions. Through 
a range of Federal, State/Local and Education contract 
vehicles and a dedicated, certified acquisition and program 
management team, it’s easy for PCM-G to identify exactly 
what you need to tackle your most demanding technology 
challenges.

PCM-G embraces the philosophy of Mission First. This 
means we take the time to know and fully understand 
the unique challenges in the markets we serve and the 
driving factors responsible for mission success. We 
meet mission-critical goals by delivering service to the 
citizen through IT solutions for U.S. defense and civilian 
agencies, the advanced programs community, state and 
local governments, and customers in the K-12 and Higher 
Education sectors.  

Our innovative IT solutions offerings for the Public 
Sector include Cybersecurity, Cyber Supply Chain Risk 
Management (C-SCRM), Secure Mobile Computing, Data & 
Predictive Analytics, High-Density Wi-Fi, Cloud Computing, 

Change Management, Healthcare, and the Digital 
Classroom. PCM-G also offers managed and professional 
services, IT and infrastructure consulting, and system 
architecture design and management solutions.  

PCM-G’s vendor-agnostic solutions protect the integrity 
of devices, networks, and data in your IT environment. 
We combine proven and industry-accepted commercial 
products from leading technology companies with certified 
engineer and integration services to tailor solutions that 
are designed for the needs of each customer.  We offer 
deep partnerships across the technology community, and 
represent more than 1,700 manufacturer partners.

We also work with leading mission-focused, strategic 
partners who are part of our unique solution stacks. PCM-G 
is a wholly-owned subsidiary of PCM, Inc., a U.S.-owned 
company employing more than 4,000 employees in over 40 
locations across the U.S. and Canada. As an ISO 9001-
2000 registered company, we have the certifications and 
accreditations that qualify us to serve the public sector at 
the highest levels. PCM-G actively recruits military veterans 
to join the company. PCM-G headquarters are located in 
Chantilly, Virginia, just outside of Washington, D.C. 

Why PCM-G for Supply Chain?
PCM-G has been recognized as a thought leader in IT Cyber Supply Chain Risk 
Management. Our President, Alan Lawrence, ran Cisco’s Public Sector Compliance 
practice. He represented the industry at NIST Software and Supply Chain Assurance 
Forum at MITRE in 2017. Our Vice President, Wayne Fullerton, Colonel USAF (Ret.), drove 
the creation of Cisco’s supply chain network assessment tool during his 17 years at Cisco. Our 
CISO, Lauren Burnell, has advised CIOs/CISOs across the Federal Government and state and local 
governments in supply chain security challenges and best practices. PCM-G is partnering with Supply Chain 
leader, Edna Conway, Chief Security Officer for Global Value Chain from Cisco to bring industry’s forward-leaning 
supply chain solutions to Federal customers. With decades of experience in IT supply chain security for public sector, 
PCM-G’s leadership has made this issue a foundational principle in PCM-G’s operations and strategic security vision.

All of our C-SCRM solutions are customizable to fit your specific cybersecurity needs. PCM-G can perform services on-
premise or we can provide solutions and products remotely so organizations can self-medicate. As cyber threats against 
organizations continue to grow in number and sophistication, your ability to gain visibility into the integrity of your network 
is critical. PCM-G provides visibility into the integrity and authenticity of your IT equipment. By being able to combine your 
device data with design, development, and manufacturing records, PCM-G’s analytic capabilities deliver an accurate view 
of your network infrastructure risks to offer protection from what has already happened, what is happening, and what might 
happen. We offer a comprehensive C-SCRM solution for the lifecycle of all your IT products. 


